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UNITED STATES DISTRICT COURT 
WESTERN DISTRICT OF TEXAS 
AUSTIN DIVISION 


UNITED STATES OF AMERICA, 


Plaintiff, 


v. 


AUSTIN TELE-SERVICES PARTNERS, 
L.P., doing business as GENESIS ATS, 


Defendant. 


Civil Action No. A-19-CV-956 


COMPLAINT AND 
JURY DEMAND 


For its Complaint, Plaintiff United States of America (the “United States”), by and 
through its undersigned attorneys, alleges as follows: 

INTRODUCTION 

1. This is a civil action by the United States for treble damages and civil penalties 
against defendant Austin Tele-Services Partners, L.P., doing business as Genesis ATS 
(hereinafter “ATS”), for violations of the False Claims Act, 31 U.S.C. §§ 3729-3733. 

2. Alternatively, the United States is entitled to recover from ATS under the 
common law doctrines of negligent misrepresentation, unjust enrichment, and payment by 
mistake. 

3. The United States paid ATS for computer networking and telecommunications 
equipment manufactured by Cisco Systems, Inc. (“Cisco”). 

4. ATS represented to the United States that the Cisco products it sold included valid 
software licenses and warranties, and were eligible for Cisco technical support services. 

5. In fact, ATS was not an authorized reseller of Cisco products, and it delivered 
products to the United States that did not have valid software licenses and warranties, and that 
were not eligible for Cisco technical support services. 
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6. ATS also falsely represented that certain used or refurbished Cisco products it 
sold to the United States were “new,” and sold to the United States lesser value Cisco products 
that had been altered post-manufacture to appear as higher value products. 

7. The United States would not have purchased Cisco products from ATS had it 
known that the products did not have valid software licenses and warranties, were not eligible for 
Cisco technical support services, were used or refurbished, or had been altered post-manufacture. 

8. As a result of ATS’s fraudulent claims and false statements, the Unites States has 
suffered monetary damages in an amount to be proven at trial. 

JURISDICTION AND VENUE 

9. This Court has jurisdiction over this matter pursuant to 28 U.S.C. §§ 1331 and 
1345, and 31 U.S.C. §§ 3730 and 3732. 

10. Venue is proper in this district pursuant to 28 U.S.C. § 1391 and 31 U.S.C. § 3732 
because defendant ATS can be found, resides, and transacts business in this district, and because 
a substantial part of the events giving rise to the claims herein occurred in this district. 

THE PARTIES 

11. Plaintiff is the United States of America. The General Services Administration 
(“GSA”) is an independent agency of the United States. The Department of the Interior and 
Department of Defense are executive branch departments of the United States. The United 
States Air Force (“Air Force”), United States Army (“Army”), and United States Navy (“Navy”) 
are military departments within the Department of Defense. The United States Marine Corps 
(“Marine Corps”) is a component of the Navy. 

12. Defendant Austin Tele-Services Partners, L.P., doing business as Genesis ATS, is 
a Texas limited partnership located in Austin, Texas. ATS may be served with process through 
its registered agent Austin Tele-Services LLC at 4209 South Industrial Drive, Suite 300, Austin, 
Texas 78744. ATS provides information technology, internet protocol, and telecommunications 
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equipment to clients in the United States and a number of international markets. Since July 1, 
2010, ATS has been a subsidiary of Genesis Networks Enterprises, LLC of San Antonio, Texas. 

THE FALSE CLAIMS ACT 

13. The False Claims Act permits the United States to recover treble damages and 
civil penalties from any person who “knowingly presents, or causes to be presented, a false or 
fraudulent claim for payment or approval.” 31 U.S.C. § 3729(a)(1)(A). 

14. The False Claims Act also pennits the United States to recover treble damages 
and civil penalties from any person who “knowingly makes, uses, or causes to be made or used, a 
false record or statement material to a false or fraudulent claim.” 31 U.S.C. § 3729(a)(1)(B). 

15. In addition to treble damages and civil penalties, a person violating the False 
Claims Act is liable to the United States for the costs of any civil action. 31 U.S.C. § 3729(a)(3). 

16. The False Claims Act defines the terms “knowing” and “knowingly” to mean 
actual knowledge, deliberate ignorance, or reckless disregard. A defendant is liable even when it 
acts without specific intent to defraud. 31 U.S.C. § 3729(b)(1). 

17. As relevant here, the False Claims Act defines the term “claim” as “any request or 
demand, whether under a contract or otherwise, for money or property . . . that is presented to an 
officer, employee, or agent of the United States.” 31 U.S.C. § 3729(b)(2)(A)(i). 

FACTS 

I. DEFENDANT’S CONTRACTS WITH CISCO 

18. Cisco is a publicly traded technology company that develops, manufactures, and 
sells networking and telecommunications equipment. 

19. Cisco sells its products through limited direct sales, authorized distributors, and 
“Channel Partners.” 

20. Cisco has four major authorized distributors in the United States, who may sell 
Cisco products only to Cisco Channel Partners and may not purchase Cisco products from 
unauthorized sources. 
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21. Cisco Channel Partners are permitted to resell to end users Cisco products 
obtained from Cisco or from one of Cisco’s authorized distributors. 

22. On September 12, 2008, ATS entered into an Indirect Channel Partner Agreement 
with Cisco (the “Partner Agreement”). 

23. Under the terms of the Partner Agreement, ATS acted as a Cisco Channel Partner 
and authorized reseller of Cisco products. 

24. New Cisco products sold by a Cisco Channel Partner pursuant to a Partner 
Agreement are eligible for Cisco SmartNet services. SmartNet offers end users Cisco technical 
support 24 hours a day, access to online tools and forums, updates and upgrades, and advanced 
hardware replacement. 

25. Secondary market (or “gray market”) Cisco products— i.e., products sourced 
outside Cisco’s authorized distribution network—are ineligible for Cisco support, including 
SmartNet services, absent additional inspection and re-certification performed by Cisco for a fee. 

26. New Cisco products are also sold with warranties for the benefit of the initial 
purchaser or end user. The warranties are not transferrable to any other purchaser or end user 
unless specifically authorized by Cisco. 

27. On September 28, 2009, Cisco terminated the Partner Agreement with ATS after 
it discovered that ATS had sourced and sold Cisco products outside of authorized sales channels, 
in violation of the agreement. 

28. In November 2011, ATS and Cisco entered into a Master Sale Agreement for 
Used Cisco Products (the “Master Sale Agreement”). 

29. Under the terms of the Master Sale Agreement, ATS acted as an authorized 
reseller of used Cisco products. ATS was not permitted to represent the equipment as Cisco 
Certified Refurbished Equipment, nor could it sell new Cisco products. 

30. On April 3, 2014, Cisco terminated ATS’s Master Sale Agreement. 
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II. DEFENDANT’S GSA SCHEDULE 70 CONTRACT 

31. During the time period relevant to this complaint, Kirk Miller was ATS’s 
President, Jay Bock was ATS’s Vice President of Sales, and Mike Rose was ATS’s Senior 
Director of Sales. 

32. In or around January 2010, Bock and Mike Rose hired Mike Rose’s brother, 
Bryan Rose, to assist ATS in securing business on the GSA Schedule 70 contract. 

33. Schedule 70 is an indefinite delivery / indefinite quantity multiple award schedule 
contract awarded by GSA to technology vendors. Federal contracting officers are able to submit 
“delivery orders” or “task orders” to purchase certain technology products and services directly 
from vendors included on Schedule 70. See 48 C.F.R. §§ 8.401-8.406; GSA, Technology 
Purchasing Programs: IT Schedule 70, https://www.gsa.gov/technology/technology-purchasing- 
programs/it-schedule-70. 

34. On or about May 25, 2010, GSA awarded ATS a Schedule 70 contract (Contract 
Number GS-35F-0451W) to provide general purpose commercial information technology 
equipment, software, and services. 

35. Mike Rose was listed on the Schedule 70 contracting documents as the ATS point 
of contact. Bryan Rose negotiated the contract and conducted all modifications, price updates, 
and administrative functions. 

36. Under the terms of its Schedule 70 contract, ATS was authorized to sell certain 
products under Special Item Number (“SIN”) 132-8, Purchase of New Equipment. Specifically, 
ATS was authorized to sell new Juniper Network equipment under SIN 132-8 pursuant to the 
Letter of Supply it maintained with that company. 

37. ATS was not authorized to sell Cisco equipment under SIN 132-8. At the time 
GSA awarded the Schedule 70 contract, ATS could no longer sell new Cisco products under the 
Partner Agreement, which had terminated in 2009. 

38. On May 25, 2011, Bryan Rose submitted a request for modification to the 
Schedule 70 contract to permit ATS to sell refurbished Cisco products under SIN 132-9. Bryan 
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Rose and Mike Rose, along with another ATS employee, were listed as authorized negotiators 
for the contract modification. 

39. In correspondence with Mike Rose, a GSA contracting officer noted that many of 
the item descriptions proposed by ATS indicated that the items were “new.” The contracting 
officer explained that new items must be sold under SIN 132-8, that new and used items have 
different supply requirements, and that procurement officials would find it difficult to compare 
prices of new items against prices for used or refurbished items. 

40. Internally, ATS used four categories to classify its inventory: (1) “new channel” 
products sold directly from a supplier under a Letter of Supply; (2) “new surplus” products 
bought outside of authorized distribution networks; (3) “used” products sold in as-is condition; 
and (4) “refurbished” products, which are used but sold with a warranty. ATS did not have a 
Letter of Supply with Cisco, and all Cisco equipment obtained by ATS after the termination of 
its Partner Agreement in 2009 fell into one of the last three categories used by ATS. 

41. Following additional correspondence with the GSA contracting officer, Bryan 
Rose eventually confirmed that, notwithstanding the descriptions used by ATS, all products 
being offered were refurbished and were not in Cisco new sealed condition. 

42. The GSA contracting officer denied ATS’s modification request because it did 
not meet the necessary requirements for award. However, GSA later did modify the Schedule 70 
contract to permit ATS to sell certain products under SIN 132-9, Purchase of Used or 
Refurbished Equipment, including a number of Cisco products. 

43. Based on their discussions with the GSA contracting officer, Mike Rose and 
Bryan Rose understood that only genuinely “new” products could be marketed and sold using 
SIN 132-8. Under the Schedule 70 contract as modified, ATS and GSA agreed that “new 
surplus” Cisco products must be sold as used or refurbished products under SIN 132-9. 

44. ATS’s Schedule 70 contract specifically required that any used or refurbished 
equipment offered under SIN 132-9 be clearly identified as “used” or “refurbished” in pricing 


6 


Case l:19-cv-00956 Document 1 Filed 09/30/19 Page 7 of 25 


charts, product descriptions, and responses to a federal agency’s request for quote or request for 
information. 

45. ATS’s Schedule 70 contract also required that equipment offered under either SIN 
132-8 or SIN 132-9 satisfactorily perform the function for which it was intended. 

46. ATS specifically warranted that any equipment offered for sale under its Schedule 
70 contract would be merchantable, free from defects in design, material and workmanship, fit 
and sufficient for the purposes intended by the recipient, free from all liens and encumbrances, 
and would strictly conform to and perform in accordance with applicable specifications, 
drawings, and samples. ATS also agreed to comply with all applicable laws and regulations. 

III. DEFENDANT’S SCHEME TO DEFRAUD THE UNITED STATES 

47. Following the award of its Schedule 70 contract, ATS represented to United 
States procurement officials that it was offering new Cisco products under SIN 132-8 and used 
or refurbished Cisco products under SIN 132-9. ATS charged more for the purportedly “new” 
Cisco products offered under SIN 132-8 than it did for the used or refurbished products offered 
under SIN 132-9. 

48. At no time following the award of its Schedule 70 contract was ATS able to 
obtain and sell to the United States new Cisco products through authorized Cisco distribution 
channels. Instead, to fulfill orders for purportedly “new” Cisco products, ATS turned to gray 
market sources, including vendors located in foreign countries. 

49. By sourcing Cisco products from the gray market, ATS was able to obtain 
substantial discounts and then mark up the products for its government customers while still 
remaining competitive with other Schedule 70 vendors. 

50. In addition, ATS employees were incentivized to use less expensive gray market 
products to fulfill delivery orders submitted by the United States. ATS employees made a 
commission on sales between 12% and 15%, which was calculated based on the difference 
between the ATS purchase price and the sale price to the United States purchaser. 
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51. At least one of ATS’s gray market suppliers, Pantera Communications 
(“Pantera”) of Germany, specifically asked ATS to direct its customers not to contact Cisco in 
the event of any problems or issues with the products sourced from Pantera. Pantera explained 
that ATS’s sourcing products from them could “ring Cisco’s alarm bells” and asked to be 
in formed if ATS’s sales were on Cisco’s “radar.” 

52. Mike Rose was the member of ATS’s sales force responsible for procurements by 
the Army and Air Force. Bryan Rose was the member of ATS’s sales force responsible for 
procurements by the Navy and Marine Corps. Mike Rose and Bryan Rose reported to Jay Bock, 
who reported to Kirk Miller. 

53. ATS’s executives and sales team members—including Kirk Miller, Jay Bock, 
Mike Rose, and Bryan Rose—knew, deliberately ignored, or recklessly disregarded that products 
obtained outside Cisco’s authorized distribution channels were not eligible for SmartNet services 
absent additional inspection and re-certification by Cisco. 

54. ATS’s executives and sales team members—including Kirk Miller, Jay Bock, 
Mike Rose, and Bryan Rose—were aware of Cisco’s policies and its inspection and re¬ 
certification program, which would have allowed Cisco technical support services, licenses, and 
warranties to be applied to Cisco products sold by ATS if they were found to meet Cisco 
products specifications, design and standards in manufacturing. 

55. Rather than incur the costs of inspection and re-certification by Cisco, ATS’s 
sales personnel—including Mike Rose and Bryan Rose—falsely represented to United States 
acquisition personnel that the company had Cisco engineers on staff who inspected and certified 
the Cisco products offered for sale by ATS. In fact, ATS employees were not Cisco engineers 
capable of providing the inspection and re-certification required by Cisco for technical support 
services, licenses, and warranties. 

56. ATS’s executives and sales team members—including Kirk Miller, Jay Bock, 
Mike Rose and Bryan Rose—also knew, deliberately ignored, or recklessly disregarded that 
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many “Cisco” products obtained outside Cisco’s authorized distribution channels were 
counterfeited or altered post-manufacture. 

57. On February 28, 2008—while ATS was still a Cisco Channel Partner—the United 
States Department of Justice and United States Department of Homeland Security publicly 
announced “Operation Cisco Raider,” an international initiative targeting the illegal importation 
and sale of counterfeit network hardware manufactured by Cisco. The announcement 
specifically noted the risk of network infrastructure failure associated with such counterfeit 
products, most of which were imported from China. See Dep’t of Justice, Departments of Justice 
and Homeland Security Announce International Initiative Against Traffickers in Counterfeit 
NetM’orkHardware, https://www.justice.gov/archive/opa/pr/2008/February/08_crm_l50.html. 

58. And on May 6, 2010—shortly before ATS was awarded a Schedule 70 contract— 
the United States Department of Justice further announced that Operation Cisco Raider had 
resulted in 30 convictions and the seizure of counterfeit Cisco network hardware worth more 
than $ 143 million. The announcement noted that the initiative was designed to protect the 
United States’ computer networks and IT infrastructure from failures associated with counterfeit 
network hardware, including the potential for secure communications to be intercepted and the 
security of military personnel to be compromised. See Dep’t of Justice, Departments of Justice 
and Homeland Security Announce 30 Convictions, More Than $143 Million in Seizures from 
Initiative Targeting Traffickers in Counterfeit Network Hardware, https://www.justice.gov/opa/ 
pr/departments-justice-and-homeland-security-announce-30-convictions-more-143-million- 
seizures. 

IV. DEFENDANT’S FALSE CLAIMS AND FALSE STATEMENTS 

59. ATS—including specifically Mike Rose and Bryan Rose—knew that ATS could 
not offer “new” Cisco products to the Army, Air Force, Navy, or Marine Corps under SIN 132-8, 
and that any Cisco products sold by ATS must be identified to federal procurement officials as 
“used” or “refurbished” products and offered for sale under SIN 132-9. 
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60. ATS—including specifically Mike Rose and Bryan Rose—also kn ew that the 
gray market Cisco products provided by ATS were not eligible for SmartNet services absent 
inspection and re-certification by Cisco. 

61. Notwithstanding this knowledge, ATS—through Mike Rose and Bryan Rose— 
offered for sale to United States acquisition personnel purportedly “new” Cisco products under 
SIN 132-8, represented that these products came with SmartNet services, and charged a premium 
for such services under a separate line item on each invoice. 

62. In addition, ATS—through Mike Rose and Bryan Rose—offered for sale to 
United States acquisition personnel gray market Cisco products that were originally sold in 
China and had been counterfeited or altered post-manufacture to appear as higher value products. 

63. ATS executives—including Kirk Miller and Jay Bock—were aware of the 
company’s improper sales to the U.S. government and of complaints from commercial and 
government customers. 

64. ATS’s sales personnel—including Mike Rose and Bryan Rose—acted at the 
direction of these ATS executives, whose stance was to “make the sales and see what happens.” 

65. Even after obtaining a Schedule 70 contract, ATS did not offer any government 
contracting training to its sales personnel. 

Naval Surface Warfare Center (N00244-1 l-F-0055) 

66. On December 10, 2010, the Naval Surface Warfare Center, a component of the 
Navy, submitted delivery order N00244-1 l-F-0055 to ATS. The total value of the delivery order 
was $16,975.00. 

67. ATS invoiced the Navy $2,939.00 for SmartNet licenses for these products. 

68. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

69. In connection with delivery order N00244-1 l-F-0055, the Navy paid ATS 
$2,939.00 for invalid SmartNet licenses. 
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Fort Leavenworth (D11PD20209) 

70. On July 1, 2011, the Department of Interior, on behalf of Fort Leavenworth, an 
Army installation located in Kansas, submitted delivery order D11PD20209 to ATS for 105 new 
WS-C3750X-48P-S switches under SIN 132-8. The total value of the delivery order was 
$2,585,563.42. 

71. ATS represented that the Cisco products it was providing were “new” as defined 
by SIN 132-8, and it invoiced the Army $63,525.00 for SmartNet licenses for such products. 

72. Because they were obtained outside authorized distribution channels, none of the 
products provided by ATS were “new” as defined by SIN 132-8, and none of the SmartNet 
licenses were valid. 

73. On or around March 3, 2015, the Army reported to Cisco that three of the WS- 
C3750X-48PF-S switches had failed. When the serial numbers provided by the Army were run 
through Cisco’s internal system, they were flagged as potential counterfeit items. The Army 
subsequently contacted Cisco regarding a number of additional WS-C3750X-48PF-S switches 
obtained from ATS. 

74. Based on an examination conducted by Cisco, at least six of the switches provided 
by ATS were of lesser value and functionality than the items ordered by the Department of 
Interior and listed on ATS’s invoice. These six switches were in fact model WS-C3750X-48P-L 
switches that had been altered to have the appearance of more expensive model WS-C3750X- 
48P-S switches. 

75. According to Cisco’s internal sales data, the original WS-C3750X-48P-L switches 
that ATS attempted to pass off as WS-C3750X-48P-S switches were initially sold and shipped to 
entities in China at discounts ranging from 69.85% to 71.5%. 

76. In connection with delivery order D11PD20209, the Department of Interior paid 
ATS $37,411.74 for counterfeit WS-C3750X-48P-S switches and $63,525.00 for invalid 
SmartNet licenses. The Department of Interior also paid ATS for purportedly “new” products 
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that were in fact used or refurbished, causing additional damages in an amount to be proven at 
trial. 

Hurlburt Field (FA4417-1 l-F-0242) 

77. On July 26, 2011, Hurlburt Field, an Air Force installation located in Florida, 
submitted delivery order FA4417-1 l-F-0242 to ATS. The total value of the delivery order was 
$25,490.27. 

78. ATS invoiced the Air Force $1,885.00 for SmartNet licenses for these products. 

79. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

80. In connection with delivery order FA4417-1 l-F-0242, the Air Force paid ATS 
$1,885.00 for invalid SmartNet licenses. 

Vandenberg Air Force Base (FA4610-11-F-0140) 

81. On August 25, 2011, Vandenberg Air Force Base, an Air Force installation 
located in California, submitted delivery order FA4610-1 l-F-0140 to ATS for eight WS-C3750- 
24FS-S switches. The total value of the delivery order was $56,184.00. 

82. ATS invoiced the Air Force $6,384.00 for SmartNet licenses for these products. 

83. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

84. An invoice provided to ATS by one of the third-party vendors from whom it 
obtained the products clearly stated the products were not being sold with licenses or relicensing 
/ transfer of licensing. The invoice also informed ATS that licensing was the responsibility of 
the purchaser and that it was at the sole discretion of Cisco whether to grant relicensing, any 
support, or warranty. 

85. ATS did not inform the Air Force of this information and instead charged it for 
SmartNet licenses that it could not provide. 
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86. In connection with delivery order FA4610-1 l-F-0140, the Air Force paid ATS 
$6,384.00 for invalid SmartNet licenses. 

Special Warfare Group 4 (H92242-1 l-F-0179) 

87. On August 25, 2011, Special Warfare Group 4, a component of the Navy, 
submitted delivery order H92242-1 l-F-0179 to ATS. The total value of the delivery order was 
$6,504.00. 

88. ATS invoiced the Navy $708.00 for SmartNet licenses for these products. 

89. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

90. In connection with delivery order H92242-1 l-F-0179, the Navy paid ATS 
$708.00 for invalid SmartNet licenses. 

Whiteman Air Force Base (FA4626-1 l-F-0084) 

91. On September 28,2011, Whiteman Air Force Base, an Air Force installation 
located in Missouri, submitted delivery order FA4626-1 l-F-0084 to ATS. The total value of the 
delivery order was $27,204.00. 

92. The delivery order was submitted in response to an ATS quote, on September 21, 
2011, identifying the equipment as “NEW SEALED.” Consistent with that quote, the delivery 
order expressly stated that the products “cannot be refurbished.” 

93. ATS represented that the Cisco products it was providing were “new” as defined 
by SIN 132-8, and it invoiced the Air Force $2,840.00 for SmartNet licenses for such products. 

94. Because they were obtained outside authorized distribution channels, none of the 
products provided by ATS were “new” as defined by SIN 132-8, and none of the SmartNet 
licenses were valid. 

95. In connection with delivery order FA4626-1 l-F-0084, the Air Force paid ATS 
$2,840.00 for invalid SmartNet licenses. The Air Force also paid ATS for purportedly “new” 
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products that were in fact used or refurbished, causing additional damages in an amount to be 
proven at trial. 

Navy Facilities Engineering Command (N40192-12-F-4030) 

96. On March 6, 2012, the Navy Facilities Engineering Command, a component of 
the Navy, submitted delivery order N40192-12-F-4030 to ATS. The total value of the delivery 
order was $8,172.00. 

97. ATS invoiced the Navy $422.00 for SmartNet licenses for these products. 

98. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

99. In connection with delivery order N40192-12-F-4030, the Navy paid ATS 
$422.00 for invalid SmartNet licenses. 

Youngstown-Warren Air Reserve Station (FA6656-12-F-0002) 

100. On March 19, 2012, Youngstown-Warren Air Reserve Station, an Air Force 
installation located in Ohio, submitted delivery order FA6656-12-F-0002 to ATS for 10 WS- 
C3750X-48PF-S switches and one WS-C4507R+E switch with Cisco licenses. The total value 
of the delivery order was $147,898.00. 

101. ATS invoiced the Air Force $8,363.00 for SmartNet licenses for these products. 

102. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

103. On or around August 7, 2013, the Youngstown-Warren Air Reserve Station 
reported to Cisco that the WS-C3750X-48PF-S switches were not functioning after an operating 
system upgrade. When the serial numbers provided by the Youngstown-Warren Air Reserve 
Station were run through Cisco’s internal system, they were flagged as potential counterfeit 
items. 

104. Based on an examination conducted by Cisco, at least six of the switches provided 
by ATS were of lesser value and functionality than the items ordered by the Air Force and listed 
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on ATS’s invoice. These switches were in fact model WS-C3750X-48P-L switches that had 
been altered to have the appearance of more expensive model WS-C3750X-48P-S switches. 

105. According to Cisco’s internal sales data, the original WS-C3750X-48P-L switches 
that ATS attempted to pass off as WS-C3750X-48P-S switches were initially sold and shipped to 
entities in China at a 75.25% discount. 

106. In connection with delivery order FA6656-12-F-0002, the Air Force paid ATS 
$38,310.00 for counterfeit switches and $8,363.00 for invalid SmartNet licenses. 

Space and Naval Warfare Systems Command (N00104-12-F-QB16) 

107. On May 12, 2012, the Space and Naval Warfare Systems Command, a component 
of the Navy, submitted delivery order N00104-12-F-QB16 to ATS. The total value of the 
delivery order was $393,872.92. 

108. ATS invoiced the Navy $26,009.00 for SmartNet licenses for these products. 

109. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

110. In connection with delivery order N00104-12-F-QB16, the Navy paid ATS 
$26,009.00 for invalid SmartNet licenses. 

Navy Drug Screening Lab (N68853-12-M-DSM112) 

111. On July 19, 2012, the Navy Drug Screening Lab, a component of the Navy, 
submitted delivery order N68853-12-M-DSM112 for WS-C3750X-48PF-S switches to ATS. 

The total value of the delivery order was $42,791.94. 

112. On or around December 7, 2012, the Navy Drug Screening Lab reported to Cisco 
that the software for one of the switches would not boot. When the serial number provided by 
the Navy Drug Screening Lab was run through Cisco’s internal system, it was flagged as a 
potential counterfeit item. 

113. Based on an examination conducted by Cisco, at least six of the switches provided 
by ATS were of lesser value and functionality than the items ordered by the Navy and listed on 
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ATS’s invoice. These switches were in fact model WS-C3750X-48P-L switches that had been 
altered to have the appearance of more expensive WS-C3750X-48P-S switches. 

114. According to Cisco’s internal sales data, the original WS-C3750X-48P-L switches 
that ATS attempted to pass off as WS-C3750X-48P-S switches were initially sold and shipped to 
entities in China at a 76% discount. 

115. In connection with delivery order N68853-12-M-DSM112, the Navy paid ATS 
$40,973.28 for counterfeit switches. 

Strategic Systems Programs (N0030-12-F-0776) 

116. On August 17, 2012, Strategic Systems Programs, a component of the Navy, 
submitted delivery order N00030-12-F-0776 to ATS. The total value of the delivery order was 
$17,656.00. 

117. ATS invoiced the Navy $2,734.00 for SmartNet licenses for these products. 

118. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

119. In connection with delivery order N00030-12-F-0776, the Navy paid $2,734.00 
for invalid SmartNet licenses. 

Supervisor of Shipbuilding, Conversion & Repair, Groton (N62789-12-F-0018) 

120. On August 20, 2012, the Supervisor of Shipbuilding, Conversion & Repair, 
Groton, a component of the Navy, submitted delivery order N62789-12-F-0018 to ATS. The 
total value of the delivery order was $3,015.00. 

121. ATS invoiced the Navy $990.00 for SmartNet licenses for these products. 

122. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

123. In connection with delivery order N40192-12-F-4030, the Navy paid ATS 
$990.00 for invalid SmartNet licenses. 
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NAVSAP Weapons Systems Support (N00104-12-F-QB68) 

124. On August 29, 2012, NAVSAP Weapons Systems Support, a component of the 
Navy, submitted delivery order N00104-12-F-QB68 to ATS. The total value of the delivery 
order was $15,249.00. 

125. ATS invoiced the Navy $715.00 for SmartNet licenses for these products. 

126. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

127. In connection with delivery order N00104-12-F-QB68, the Navy paid ATS 
$715.00 for invalid SmartNet licenses. 

Gunter Annex (FA8771-12-M-1061) 

128. On September 17, 2012, Gunter Annex, an Air Force installation located in 
Alabama, submitted delivery order FA8771-12-M-1061 to ATS. The total value of the delivery 
order was $81,983.00. 

129. ATS invoiced the Air Force $10,935.00 for SmartNet licenses for these products. 

130. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

131. In connection with delivery order FA8771-12-M-1061, the Air Force paid ATS 
$10,935.00 for invalid SmartNet licenses. 

Strategic Weapons Facility Pacific (N00406-12-F-0538) 

132. On September 18, 2012, the Strategic Weapons Facility Pacific, a component of 
the Navy, submitted delivery order N00406-12-F-0538 to ATS for new equipment under SIN 
132-8. The total value of the delivery order was $19,464.00. 

133. ATS represented that the Cisco products it was providing were “new” as defined 
by SIN 132-8, and it invoiced the Navy $1,760.00 for SmartNet licenses for such products. 
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134. Because they were obtained outside authorized distribution channels, none of the 
products provided by ATS were “new” as defined by SIN 132-8, and none of the SmartNet 
licenses were valid. 

135. In connection with delivery order N00406-12-F-0538, the Navy paid ATS 
$1,760.00 for invalid SmartNet licenses. The Navy also paid ATS for purportedly “new” 
products that were in fact used or refurbished, causing additional damages in an amount to be 
proven at trial. 

Space and Naval Warfare Systems Command (N66001-12-F-6490) 

136. On September 25, 2012, the Space and Naval Warfare Systems Command, a 
component of the Navy, submitted delivery order N66001-12-F-6490 to ATS for new equipment 
under SIN 132-8. The total value of the delivery order was $57,746.00. 

137. ATS represented that the Cisco products it was providing were “new” as defined 
by SIN 132-8, and it invoiced the Navy $6,600.00 for SmartNet licenses for such products. 

138. Because they were obtained outside authorized distribution channels, none of the 
products provided by ATS were “new” as defined by SIN 132-8, and none of the SmartNet 
licenses were valid. 

139. Indeed, in email communications with its third-party vendor for this delivery 
order, ATS was told to tell its customer—the United States—that the vendor would not accept 
any cancellations or returns of the product and that the customer should not involve Cisco if 
there were any issues with the SmartNet licenses. 

140. The Navy did not pay ATS in connection with delivery order N66001-12-F-6490. 
The Navy canceled the order after Cisco infonned it that the products were not new and did not 
come with valid licenses and warranties. 
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Naval Criminal Investigative Service (N63285-12-F-0224) 

141. On September 27, 2012, the Naval Criminal Investigative Service, a component 
of the Navy, submitted delivery order N63285-12-F-0224 to ATS. The total value of the 
delivery order was $26,555.00. 

142. ATS invoiced the Navy $22,310.00 for SmartNet licenses for these products. 

143. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

144. In connection with delivery order N63285-12-F-0224, the Navy paid ATS 
$22,310.00 for invalid SmartNet licenses. 

Naval Medical Research Lab (N61751-12-F-0272) 

145. On October 18, 2012, the Naval Medical Research Lab, a component of the Navy, 
submitted delivery order N61751-12-F-0272 for 11 WS-C3750X-48T-S switches to ATS. The 
total value of the delivery order was $86,449.00. 

146. ATS invoiced the Navy $10,879.00 for SmartNet licenses for these products. 

147. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

148. On or around March 11, 2015, the Naval Medical Research Lab reported to Cisco 
that one of the switches was not functioning after a software upgrade. When the serial number 
provided by the Naval Medical Research Lab was run through Cisco’s internal system, it was 
flagged as a potential counterfeit item. 

149. Based on an examination conducted by Cisco, at least one of the switches 
provided by ATS was of lesser value and functionality than the items ordered by the Navy and 
listed on ATS’s invoice. This switch was in fact a model WS-C3750X-24T-L switch that had 
been altered to have the appearance of a more expensive WS-C3750X-48T-S switch. 
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150. According to Cisco’s internal sales data, the original WS-C3750X-24T-L switch 
that ATS attempted to pass off as a WS-C3750X-48T-S switch was initially sold and shipped to 
an entity in China at a 76% discount. 

151. In connection with delivery order N61751-12-F-0272, the Navy paid ATS $5,650 
for a counterfeit switch and $10,879.00 for invalid SmartNet licenses. 

Marine Corps Institute East Contracting Department (M67001-13-F-1031) 

152. On January 16, 2013, the Marine Corps Institute East Contracting Department, a 
component of the Marine Corps, submitted delivery order M67001-13-F-1031 to ATS. The total 
value of the delivery order was $26,610.00. 

153. ATS invoiced the Marine Corps $2,420.00 for SmartNet licenses for these 
products. 

154. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

155. In connection with delivery order M67001-13-F-1031, the Marine Corps paid 
ATS $2,420.00 for invalid SmartNet licenses. 

Michigan Air National Guard (W912JB-13-F-8023) 

156. On June 6, 2013, the Michigan Air National Guard, a component of the Air Force, 
submitted delivery order W912JB-13-F-8023 to ATS for new equipment under SIN 132-8. The 
total value of the delivery order was $30,675.00. 

157. ATS represented that the Cisco products it was providing were “new” as defined 
by SIN 132-8, and it invoiced the Air Force $3,075.00 for SmartNet licenses for such products. 

158. Because they were obtained outside authorized distribution channels, none of the 
products provided by ATS were “new” as defined by SIN 132-8, and none of the SmartNet 
licenses were valid. 

159. At least one of the switches provided by ATS was of lesser value and 
functionality than the items ordered by the Air Force and listed on ATS’s invoice. This switch 
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was in fact a model WS-C4503-E V01 switch that had been altered to have the appearance of a 
more expensive model WS-C4503-E V02 switch. 

160. In addition, ATS provided two SFP transceiver modules purporting to have the 
model number GLC-SX-MM. However, the serial number for the units did not meet 
specification for format, the build standard for the units did not meet the Fiber Optic Interconnect 
Technology (FOIT) build standard for model GLC-SX-MM, and the label content and format for 
the units did not meet specifications. 

161. In connection with delivery order W912JB-13-F-8023, the Air Force paid ATS 
$500.00 for a counterfeit switch, $210.00 for counterfeit transceiver modules, and $3,075.00 for 
invalid SmartNet licenses. The Air Force also paid ATS for purportedly “new” products that 
were in fact used or refurbished, causing additional damages in an amount to be proven at trial. 

Hurlburt Field (TA4417-13-F-0077) 

162. On August 13, 2013, Hurlburt Field submitted delivery order FA4417-13-F-0077 
to ATS. The total value of the delivery order was $23,262.25. 

163. ATS invoiced the Air Force $3,300.00 for SmartNet licenses for these products. 

164. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 

165. In connection with delivery order FA4417-13-F-0077, the Air Force paid ATS 
$3,300.00 for invalid SmartNet licenses. 

Naval Surface Warfare Center (N63394-13-F-5218) 

166. On October 26, 2013, the Naval Surface Warfare Center, a component of the 
Navy, submitted delivery order N63394-13-F-5218 to ATS. The total value of the delivery order 
was $422,995.00. 

167. ATS invoiced the Navy $36,135.00 for SmartNet licenses for these products. 

168. Because the products were obtained outside authorized distribution channels, 
none of the SmartNet licenses were valid. 
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169. The Navy terminated delivery order N63394-13-F-5218 following ATS’s inability 
to fill the contract per the terms and conditions. The Navy paid ATS $42,200.00 to terminate the 
delivery order. 

COUNT ONE 

Violation of the False Claims Act 
31 U.S.C. § 3729(a)(1)(A) 

170. The United States re-alleges and incorporates each of the preceding paragraphs as 
if fully set forth herein. 

171. ATS knowingly presented for payment false or fraudulent claims to the United 
States in the form of invoices for Cisco products and services sold to the Air Force, Army, Navy, 
and Marine Corps under the GSA Schedule 70 contract. 

172. The United States would not have purchased these Cisco products and services 
from ATS, nor would it have paid these invoices, if it had kn own that, contrary to contractual 
requirements and ATS’s representations, the products did not have valid software licenses and 
warranties, were not eligible for Cisco technical support services, were used or refurbished, or 
had been altered post-manufacture. 

173. The United States paid ATS in response to ATS’s false and fraudulent claims, and 
suffered damages as a result. 

174. Accordingly, ATS violated the False Claims Act, 31 U.S.C. § 3729(a)(1)(A), and 
is liable for treble damages and penalties in an amount to be proven at trial. 

COUNT TWO 

Violation of the False Claims Act 
31 U.S.C. § 3729(a)(1)(B) 

175. The United States re-alleges and incorporates each of the preceding paragraphs as 
if fully set forth herein. 

176. ATS knowingly made, used, or caused to be made or used a false record or 
statement material to a false or fraudulent claim. Specifically, ATS falsely advertised for sale 
“new” Cisco products and SmartNet services under its GSA Schedule 70 contract, and falsely 
informed procurement officers that it was providing “new” Cisco products and SmartNet 
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services when negotiating delivery orders, despite knowing that it was not able to provide such 
products or services. 

177. The United States would not have purchased these Cisco products and services 
from ATS, nor would it have paid ATS’s invoices in connection with these purchases, if it had 
known that, contrary to contractual requirements and ATS’s representations, the products did not 
have valid software licenses and warranties, were not eligible for Cisco technical support 
services, were used or refurbished, or had been altered post-manufacture. 

178. The United States paid ATS in response to ATS’s false records and statements, 
and suffered damages as a result. 

179. Accordingly, ATS violated the False Claims Act, 31 U.S.C. § 3729(a)(1)(B), and 
is liable for treble damages and penalties in an amount to be proven at trial. 

COUNT THREE 
Negligent Misrepresentation 

180. The United States re-alleges and incorporates each of the preceding paragraphs as 
if fully set forth herein. 

181. ATS had a duty to use reasonable care in providing information to its Air Force, 
Army, Navy, and Marine Corps customers or potential customers under its GSA Schedule 70 
contract. 

182. ATS, in the course of its business, failed to use reasonable care in its dealings 
with the United States, and instead provided false information regarding the Cisco products it 
sold to the United States. 

183. The United States was justified in relying on the information provided by ATS. 

184. The United States suffered pecuniary loss that was proximately caused by the 
in formation provided by ATS. 

COUNT FOUR 
Unjust Enrichment 

185. The United States re-alleges and incorporates each of the preceding paragraphs as 
if fully set forth herein. 
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186. As a consequence of the acts described above, ATS was unjustly enriched at the 
expense of the United States in an amount to be determined which, under the circumstances, in 
equity and good conscience, should be returned to the United States. 

187. The United States claims the recovery of all monies by which ATS has been 
unjustly enriched. 

COUNT FIVE 
Payment by Mistake 

188. The United States re-alleges and incorporates each of the preceding paragraphs as 
if fully set forth herein. 

189. The United States paid money to ATS based on a mistaken belief regarding the 
Cisco products it purchased from ATS under the GSA Schedule 70 contract. 

190. The United States would not have paid ATS for these Cisco products if the United 
States had not been mistaken. 

PRAYER FOR RELIEF 

WHEREFORE, the United States requests judgment in its favor and against the 
defendant as follows: 

A. Under Counts One and Two, for three times the damages sustained by the United 
States under the False Claims Act, plus a civil penalty for each violation in an amount prescribed 
by statute; 

B. Under Counts Three, Four, and Five, for the damages sustained by the United 
States under the common law doctrines of negligent misrepresentation, unjust enrichment, and 
payment by mistake; 

C. For reasonable attorney’s fees, costs, and expenses incurred by the United States 
in prosecuting this action; 

D. For post-judgment interest at the rates permitted by law; and 

E. For all such further relief as may be just and proper. 
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JURY TRIAL DEMAND 

The United States demands trial by jury as to all issues so triable. 


Dated: September 30, 2019 Respectfully submitted, 

JOHN F. BASH 
United States Attorney 

By: /s/ Thomas A. Parnham, Jr. _ 

THOMAS A. PARNHAM, JR. 
Assistant United States Attorney 
New York Bar No. 4775706 
903 San Jacinto Blvd, Suite 334 
Austin, Texas 78701 
Tel: (512) 916-5858 
Fax: (512) 916-5854 
Email: thomas.parnham@usdoj.gov 

Counsel for the United States 
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